


Autopsy for Windows

Creating a New Case

Run the Autopsy tool on your Windows Operating System and click on “New Case” to create a new

case.
Case View Tools Window Help
E: '1 Add Data Source E Images/Videos u Communications 9 Geolocation &= Timeline [ Discovery [l Generatb i O
Welcome

New Case

&)
Open Recent Case

Q‘
Open Case

‘\f’y

Autopsy
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Close




Then fill in all the necessary case information like the case name and choose a base directory to save
all the case data in one place.

M New Case Information *
Steps Case Information
1. Case Information
2.  Optional Information Case Name: Ignite
Base Directory: | C:\sersiraj\Desktop
Case Type: (®) Single-user Multi-user

Case data will be stored in the following directory:
C:\Usersiraj\Desktop\Ignite

< Back Mext = Finish Cancel Help

You can also add additional optional information about the case if required.

M Mew Case Information *

Steps Optional Information

1. Case Information
2. Optional Information Case

Mumber: 001
Examiner
Mame: vishva

Phone:

Email:

Motes:

Organization

Organization analysis is being done for: Mot Specified Manage Organizations

< Back Mext = Cancel Help




Now let us add the type of data source.

There are various

types to choose from.

o Disk Image or VM file: Thisincludes the image file which can be an exact copy of a hard drive,

media card, or even a virtual machine.

e Local Disk: This option includes devices like Hard disk, Pen drives, memory cards, etc.

e Logical Files: It includes the image of any local folders or files.

e Unallocated Space Image File: They include files that do not contain any file system and run

with the help of the ingest module.

e Autopsy Logical Imager Results: They include the data source from running the logical imager.

e XRY Text Export: This includes the data source from exporting text files from XRY.

M Add Data Source

Steps

Select Type of Data Source To Add

1. Select Type of Data
Source To Add

2. Select Data Source

3. Configure Ingest Modules
Add Data Source

Disk Image or YM File

= Local Disk

f= Logical Files

= Unallocated Space Image File

‘= Autopsy Logical Imager Results

f XRY Text Export

< Back

Finish

Cancel

Help




Now let us add the data source. Here we have a previously created image file, so we will add the
location of that file.

c:u Add Data Source

Steps

Select Data Source

Select Type of Data Source To
Add

Select Data Source
Configure Ingest Modules

Add Data Source

R

Path:
Ci\Users'raj\Desktop\lgnite EO1

[ 1gnare orphan files in FAT file systems

Browse

Time zone: | (GMT-8:00) America/Los_Angeles w
Sector size: | Auto Detect e
Hash Values {optional):
MD5:
SHA-1:
SHA-256:
MOTE: These walues will not be validated when the data source is added.
< Back MNext = Finish Cancel Help

Next, you will be prompted to Configure the Ingest Module.

M Add Data Source

Steps

Configure Ingest Modules

i, Select Type of Data Source To
Add

Select Data Source

3. Configure Ingest Modules
&dd Data Source

[

Es

Run ingest modules on:

Al Files, Directories, and Unallocated Space

HE

NS

Hash Lookup
File Type Identification

Embedded File Extractor
PFicture Analyzer
Keyword Search

Email Parser

Encryption Detection
Interesting Files Identifier
Central Repository
PhotoRec Carver

Virtual Machine Extractor
Data Source Integrity

Select All

Deselect Al

Extension Mismatch Detector

History

The selected module has no per-run settings.

Extracts recent user activity, such as Web browsing, recently us...

Global Settings

< Back

Finish

Cancel Help




The contents of the Ingest module are 1listed below:
INGEST MODULE
Recent Activity It is used to discover the recent operations that were performed on the

Extension Mismatch
Detector

Hash Lookup

File Type
Identification
Embedded File
Extractor

Keyword Search

Email Parser

Encryption
Detection
Interesting File
Identifier
PhotoRec Carver

Virtual Machine
Extractor

Data Source
Integrity

disk, like the files that were viewed recently.

It is used to identify files whose extensions were tampered with or had
been changed to hide the evidence.

It is used to identify a particular file using its hash value.

This is used to identify files based on their internal file signatures than
just the file extensions.

It is used to extract embedded files like .zip, .rar, etc. and use those files
for analysis.

This is used to search for any particular keyword or a pattern in the
image file.

This is used to extract information from email files if the disk holds any
email database information.

This helps to detect and identifies encrypted password-protected files.

Using this feature the examiner is notified when results pertaining to
the set of rules that are defined to identify a particular type of file.

This helps the examiner to recover files, photos, etc. from the
unallocated space on the image disk.

It helps to extract and analyze if any Virtual machine is found on the disk
image.

It helps to calculate the hash value and store them in the database.

Data Source information displays basic metadata. Its detailed analysis is displayed at the bottom. It
can be extracted one after the other.

M Ignite - Autopsy 4.17.0

Case View Tools Window Help

—
Add Data Source @Imagesﬂfideos ﬂuCommunicaﬁons 9 Geolocation ;—_. Timeline ‘,; Discovery

(.
o

E-®| views

E—J File Types

By Extension

£ & By MIME Type
-- application
-- image
B text

iy Deleted Files

- MB File Size

=% Results

i@ Extracted Content

J..

[
£

w15

. Keyword Hits
% Hashset Hits
- [ E-Mail Messages
.T:‘. Interesting Items
@)l Accounts

Generate Report @ Close Case ¥

Q Listing

Data Sources
Table  Thumbnai

Name Type Size (Bytes)

= Ignite.E01 Image £4420392960

Hex File Metadata

Page: 1 of 33931909 Page > Go to Page: Jump to Offset 5
0200000000: EB 52 50 4E 54 4& 53 20 20 20 20 00 02 08 00 00 R.NTFS  .....
0x00000010: 00 00 00 Q0 OO0 F2 00 00 3F 00 FF 00 00 58 EO 03 ... .... - S

02200000020: 00 00 00 00 20 00 20 00 FF D7 1B 01 Q0 00 00 00
02200000030: 00 00 OC 00 OO Q0 00 00 02 00 00 0O Q0 00 00 00
0200000040: F& 00 00 00 Ol Q0 00 00 17 5% BE €4 9¢€ BE €4 7¢

02200000050: 00 00 00 00 FA 33 CO 8E D0 BC 00 7C FB €8 CO 07
02000000€0: 1F 1E €3 €€ 00 CB 358 1€ 0OE 00 €€ 81 3E 03 00 4E
0:200000070: 54 46 53 75 15 B4 41 BB AR 55 CD 13 72 0C 81 FB
0:200000080: 55 AR 75 0€ F7 Cl 01 00 75 03 E5 DD 00 lE 83 EC




Views

It can be classified in the form of File extension or MIME type.
It provides information on file extensions that are commonly used by the OS whereas MIME types are
used by the browser to decide what data to represent. It also displays deleted files.

£ Ignite - Autopsy 4.17.0
Case View Tools Window Help

W
Add Data Source ﬁlmages;“u‘idens anmmunicaﬁnns 9 Geolocation a Timeline

€ > {3 | Listing |

"""" File Types
Table  Thumbnail

#- @ Data Sources

Ll Views
- 2 File Types
-, By Extension —
-l Images (189)
-~ Videos (0) 7, By Extension
-l Audio (T) &, By MIME Type
- Archives (0)
- Databases (0)
- & Documents
[ & Executable
- &, By MIME Type

-y Deleted Files
[+ MB File Size
[—]@ Results

E}-E Extracted Content
[ “% Keyword Hits
- % Hashset Hits
-« [ E-Mail Messages
-~ ¢ Interesting [tems
@ Accounts




By Extension

In the category Filetypes by extension and you can see that this has been sub-divided into file types
like images, video, audio, archives, databases, etc.

€

#- @ Data Sources
E-® Views

0 Listing

By Extension
Table  Thumbnail

File Type File Extensions
Images (189) X X i
Videos (0) & Images (189) Jipa, Jpeg, (png, (psd, nef, W, bmp, ke, JBF webp
Audio {0) & Videos (0) .aaf, 3gp, .asf, .avi, .miv, .mZv, .mdv, mp4, mov, .mpeg, .mpg, .mpe, .mpd, rm, eme, mp, Pl s
Archives (D) & Audio (0) .aiff, .aif, Flac, wav, .mda, .ape, wma, .mp2, .mpl, .mp3, .aac, .mp4, .mép, .mils, .m2s, .mdr, .mpa, .m3u, mid, Jmidi, .ogg
Databases (0) & Archives (0) .2ip, Jbar, 72D, (P2, 4, tar, Jgeip, Jbeip, Jbeipe, cab, e, Lopio, ar, g2, kge, b2
5 D ts
ocumen L Databases (0) .db, .db3, .sqlite, (sqlite3
- I, Executable
£, By MIME Type 7, Documents Lhem', html!, fdod, L doc!, tadt! s, s, Lppt!, ppt, tpdP st e

Let us click on images and explore the images that have been recovered.

r

= Views

- Data Sources

B 2 File Types

O

Listing

Images
Table  Thumbnail

Mame

Y images.jpg
Audio (3) " f0583984.bmp
Archives (0] " f0675458.png
Databases (0) wﬂ f0590680.png

: omﬁﬁss) B s13rsEEH.Ipg
L Office @ B ¢r3R5EBH. PO
L FOF(® @ &8379953e 2edae3c 18bafcf23aa02ca0.jpa
& Plain Text (1196) B EnhnpBZUWACCCaS.pg
K Rich Text (2) 1 nUARAMrS normal.jpg
Executable B ionite.
B .exe(539) =] ignite-jpa
We can also view the thumbnail of the images.
Liiales

[+ @ Data Sources
== Views

- & File Types

Tabld Thumbnail

Page: 1lofil Pages:

E!I..

- 5By Extension )
Images (202)
Videos (0)
Audio (3)
Archives (0)
Databases (0)
- Documents
il HTML (86)

e (2
IGNITE TECHMOLGGIEE =

Go to P




On viewing the thumbnail, you can view the file metadata and details about the image.

Table Thumbnail

Page: 1lof1l Pages: 5o to Page:

images.jpg
img_Ignite.E01fimages.jpg

Hex Text Application |File Metadata Annotations

From The Sleuth Eit istat Tool:

MFT Entry Header Values:

Entry: 45 Segquence: 1
2LogFile Seguence MNumber: l1c8835331
Rllocated File

Links: 1

$STRNDARD INFORMRTION Attribute Values:
Flags: Rrchiwe

Cwner ID: 0O

Security ID: 271 (5-1-5-21-127€730070-1250728453-3020)

Created: 2020-11-2¢ 08:20:24_432€72700 (B5ST)
File Modified: 2020-11-2&€ 08:20:24_€€7704200 (PST)
MFT Modified: 2020-11-2¢ 0%:00:35.825441300 (PBST)
Bocessed: 2020-11-2€ 08:5%9:53.8€0554000 (PST)
FILE NRAME Attribute Values:

Flags: Archiwve

HName: $R3RSEBH.jpg

Parent MFT Entry: 40 Sequence: 1

2llocated Size: 8152 Botual Size: TE4l

Created: 2020-11-2¢ 08:20:24_432¢€72700 (B5ST)
File Modified: 2020-11-2&€ 08:20:24_€€7704200 (PBST)
MFT Modified: 2020-11-2¢ 08:5%:01.714%557400 (BS5ST)
Bocessed: 2020-11-2¢ 08:5%:01.704574100 (BST)

FOBJECT_ID Attribute Values:

Obdect Id: 2£d4d35b21-2£f45-1lleb-alal0-001k10002aec
<







Here we can also view a few audio files that have been recovered. We can extract these files from the
system and hear to them using various software.

RO
B Data Sources Table | Thumbrai
| Views
[ &, File Types
&5 By Extension Name 5 C 0O Modified Time Change T
-l Images (202)
) g fOB09536. wav 1 0000-00-00 G0:00:00 0o00-00-
| Videas (0) L
N Audo (3 ¥ f0313832.wav 1 D0O0-DO0-00 D0:00:00  QO0O-00-
E rchives yg 1248504, wav Properties
iy Databases (0) View File in Directory
£t &, Documents
-l HTML (36) View in New Window
-l Office (0) Open in External Viewer Ctrl+E
-l PDF(5) View File in Timeline...
-l Plain Text (1196)
iy Rich Text (2) Extract File(s)
Documents

The documents are categorized into 5 types: HTML, office, PDF, Plain Text, Rich Text.

On exploring the documents option, you can see all the HTML documents present, you can click on

the important ones to view them.

T By Extension
-l Images (202)
-l Videos (0)
- g Audio (3)
- g Archives (0)
-l Databases (0)
=} @ Documents
[-- L HIML (38)
-y Office (0)
-l POF(5)
-l Plain Text (1196)
-l Rich Text (2)
- &) Executable
-y .exe (539)
-l .l (1312)
-l bat ()
-l .cmd {0)
-l .com (0)
&’ By MIME Type
*  application
" audio
. image
- text
Deleted Files
File Size
pults
Extracted Content
/> Metadats (8)

MName 5 C @O
{;} Forensic Investigation Autopsy Forensic Browser in Linux, himl i
() a.html 1
() a_002.himl 1
(2} fasthutton, htm 1
(2] like.html 1
£
Hex Text application File Metadata Context Results  Annotations  Other Ocof
Strings
Page: 1 of 3 Page =» | Matches on page: - of - Match 1

Hacking Articles

Eaj Chandel's Blog
* CIF Challenges
* Penetration Testing
* Wek Penetration Testing
¥ Red Teaming
* Donate us
* Courses We Offer

o Bug Bounty

o Computer Forensics
o Ethical Hacking
o

Red Teaming




On exploring the PDF option, you can also find the important PDF in the disk image.

Listing l

POF |
Table Thumbnail

Name
B ) $102Y1Z5.pdf
I $RO2Y175.pdf

I8 | Android Pentesting.pdf

% Bug Bounty Course Details.pdf

v’ f0184904.pdf
£

S C O Modified Time
1 2020-11-26 09:04:18 PST

1 2020-10-2301:42:19 PDT
2020-11-26 09:04:18 PST

Chan
20204
20204
2020
2020

0000

Hex Text Application File Metadata

Results Annotations Other Occurrences

RDFR: o =B




Similarly, the various Plain text files can also be viewed. You can also recover deleted plain text files.

[TETTSTOTT

Downloads (3)
Hits

Hits

S5ages

g Items

Mame S C 0O Modified Time
mages (202)
A SIKIMRRO. txt 1 2020-11-26 05:56:
ideos (0)
udio (3) .
rchives () USE.txt 1 2U20-09-09 07 15:
atabases (0) y Ignite.E0L.txt 2020-11-26 08:56:
ocuments
'.'ﬂﬂ 0484218, tt 1 0000-00-00 00:00:
HTML (36) P
Office (0)
PDF {5) Hex Text File Metadata Results  An
Plain Text (1196) | doed Text
i NAeNXEe| EX
Rich Text (2) AL
wecutable Page: 1 of 1 Page Matches on page: - of - Maf
.exe (639)
dl (1312) OMOTICE: The imaging operation was cancelled!
-bat (0) Created By RAccessData® FIE® Imager 4.3.1.1
.cmd (0)
.com (0} Case Informatiom:
[ME Type Aoguired using: ADI4.3.1.1
pplication Case HNumber: 001
udio Evidence Number: AUTO0L1
hage Unigque description: Hacking Rrticles
Examiner: Vishwva
Ext
Hotes:
Files
 Content Information for E:\Ignite:
data (&)
He Bin (4) Physical Evidentiary Item (Source) Informatidg

[Dewvice Info]l

Source Type: Logical

[Drive Geometry]

Bytes per Sector: 512
Sector Count: 125,821,020
[Fhysical Drive Informationl]
Removable drive: False
Source data size: €143¢ MB

Sector count: 125221080




Executables

These file types are then sub-divided into .exe, .dll, .bat, .cmd and .com.

=

#- & Data Sources

EI = Views

B % File Types

= & By Extension

| Images (202)
Videos (0)
Audio (3)
Archives (0)
Databases ()
Documents

o O )

----- k Office (0)

..... h POF (5)

----- L Plain Text {1196)
----- K RichText(2)

| = . Executable

----- L o.exe (539
----- L Az
..... h bat (0)
----- L ond(@

..... h .com {0)

(9

Listing

Executable
Table  Thumbnail

File Type

'h, exe (639)
kdi(1312)
h .bat(m

L ond (0)

& .com (D)

File Extensions

EEE
s
bak
.cmd

JCam




By Mime Type

In this type of category, there are four sub-categories like application, audio, image, and text. They
are divided further into more sections and file types.

L w-dosexec (557)

k pdf(3)

L x-font-ttf ()

N rtf(2)

L x-msdownload (1432)
..... E xml(32)

k

-

-

-

]

whiml4xml (2)

json (4)

octet-stream (14915)
w.windows-registry (27)

javascript (75)

----- L wvnd.microsoft.icon {2)
L bmp (1)

aif (1)

png (154)

ipeg (14)

gvg-+xml (14)
wnd.zbrush.pcx (1)
webp (18)

]

-

-

]

]

]

-

te

L xjava-source (57)

..... h css (27)

----- h x-fortran (3)
& plain {1153)
L x-chdr (24)
b xml (43)

N oviT)

L x-carc(3)
L himl (138)
b xHni (29)
L xdog(2)




Deleted Files

It displays information about the deleted file which can be then recovered.

? (o,

Listing [

- Data Sources
== Views

lFiIe System |

Table  Thumbnail

=" “. File Types Page: 1of1 Pages: Go to Page:
8% By Extension Mame 5 C 0O Modified Time
: L:';Ziis{g‘;m} ¥ 20201014.mem 0 2020-10-13 13:3%:50 POT
R Audic (3 ¥ adencrypt.dll 0  2020-05-11 21:03:46 PCT
h Archives (0) ¥ adencrypt_gui.exe 0 2020-05-11 21:03:46 POT
~[& Databases (0) y adfbfs_globals.dl 0 2020-05-11 21:03:46 POT
g : E;Z:L";ET: y_ adfs_globals.dl 0 2020-05-11 21:03:46 POT
S £ By MIME Type ¥ ADG_EULA.rtf 1 2020-02-05 15:48:36 PST
#- &, application y. ADIso.exe 0 2020-05-11 21:03:46 POT
&% audio y_ ADIsoDLL.dl 0  2020-05-11 21:03:48 PDT
& image y_ adshattrdefs.d 0 2020-05-11 21:03:48 POT
G-, text
(&% Deewdrics ] y_ adtz_globals.dl 0  2020-05-11 21:03:48 PDT
-y Fie System (6) y_ ad_globals.dl 0 2020-05-11 21:03:46 POT
L ey All(18484) y_ ad_log.di 0  2020-05-11 21:03:46 PDT
i MB File Size y_ boost_chrono-vc140-mt-1_58.d 0 2020-05-1121:03:48 POT
E'% EE Szlftracted Content y. boost_date_time-vc140-mt-1_59.dl 0 2020-05-11 21:03:46 FOT
: <> Metadata (6) y boost_filesystem-vc140-mt-1_59.dl 0  2020-05-11 21:03:50 POT
# Recyde Bin (4) ¥ boost_regex-vc140-mt-1_59.dl 0  2020-05-11 21:03:50 POT
----- Web Downloads (3) y boost_system-vc140-mt-1_59.dl 0 2020-05-11 21:0%:50 POT
A Keyword Hits y_ boost_thread-vc140-mt-1_59.dl 0 2020-05-11 21:03:50 POT
* Hashset His y_FTK Imager.exe 0 2020-05-11 21:04:10 POT

MB size Files

In this, the files are categorized based on their size starting from 50MB. This allows the examiner to

look for large files.

&

[+ @ Data Sources
EI = Views

-- File Types
--1 Deleted Files
e [

ME 50 - 200ME (1)

ra

MB 1GB+ (3)

MB 200MB - 1GBE (2)

.I:I. Listing

File Size
Table  Thumbnail

Page: Pages:

Size Range
MEB 50 - 200ME (1)
MB 200ME - 1GE (2)
MB 1GE+ (3)

Go to Page:




Results

In this section, we get information about the content that was extracted.

Extracted Content

All the content that was extracted, is segregated further in detail. Here we have found metadata,
Recycle Bin, and web downloads. Let us further view each one of them.

% Ignite - Autopsy 4.17.0

Case View Tools Window Help

Add Data Source ﬂ Images,Videos E"H Communications q

=

F- & Data Sources
- 3 Ionite.E01
=2 Views

-- “". File Types
--v’; Deleted Files
- MB File Size
[—]@ Fesults

B A Keyword Hits
W Hashset Hits
- [ E-Mail Messages
-~ 2 Interesting Items

(=8 - Wextracted Content

e Web Downloads (3)

{:I. Listing

Extracted Content
Table  Thumbnail

Artifact Type
/> Metadata (8)

/ #: Recyde Bin (4)

Web Downloads (3)

- @ Data Sources
@ 3 Ignite.E01

- Views

[ &, File Types

By Deleted Files

[+ MB File Size

-[£] Results

@ Accounts
Ea@ Tags
Metadata
Here we can view all the information about the files like the date it was created, to was modified, file's
owner, etc.
o el

T
I:Memdam I
Table  Thumbnail

lSource File

Date Modified Date Created

Data Source|

</ SROZY 1Z5.pdf
</» Android Pentesting. pdf

2020-02-29 1902:56 PST 2020-02-29 1902:56 PST
2020-10-23 08:42:07 PDT 2020-10-23 08:42: 10 FDT

E—}E Extracted Content
i/ Metadata (8)

- #7 Recyde Bin (4)

(- Web Downloads (3)
B “%  Keyword Hits

</ ADG_EULA.rtf

<> f0184904.pdf
<> f0002808.rtf

/> FTKImager_UserGuide, pdf

Z2016-02-25 02:55:00 P3T
2012-03-21 20i52:22 PDT 2012-03-21 11:26:46 PDT
2012-03-21 20i52:22 PDT 2012-03-21 11:26:46 FDT
2016-02-25 02:55:00 PST

Ignite EO1L
Ignite,EO1
Ignite, EO1L
Ignite, EOL
Ignite,EOL
Iqgnite, EOL




Recycle Bin

The files that were put in

the recycle bin are found in this category.

=

F- & Data Sources
@ 3 Ionite.E0L
- | Views
-- © . File Types
-- ¥ Deleted Files
i+ MB File Size
b-[£] Results
E}E Extracted Content
L iy Metadata (8)
Recyde Bin (4)

|-F‘.En:yde Bin
Table  Thumbnail

Source File Path

Time Deleted

# $R3RSEBH.jpg
# RDISPAY.EOD1

E:limages.jpa
E:'Ignite.EQL
# SRKIMRRO. it
£ SRO2Y1Z5.pdf

E:1Ignite E0L . kxk

E:'Bug Bounky Course Details, pdf

2020-11-26 090035 PAT
2020-11-26 08:56:22 P3T
2020-11-26 08:56:22 PAT
2020-11-26 09:04:15 PST

Web Downloads

Here you can see the files that were downloaded from the internet.

&

B Data Sources
- 2 Ignite E01
| Views

- 7, File Types

-y Deleted Files

- MB File Size

3 Results

- B Extracted Content

Lmﬁna

[WEI:: Downloads I

Table  Thumbnail

Source File = URL

Domain

Forensic Investigation Autop: https: |l hackingarticles.i. .
ignite.jpa: Zone. Identifier https:/imedia-expl licdn.cam/. ..

SR3RSEBH. jpg: Zone. Identifie https:/fencrvpted-tbno. gstati. ..

vy hackingarticles.in
media-expl licdn, com

encrypted-tbnd, gstatic. com

In this, any specific keywords can be looked up for in the disk image. The search can be conducted
concerning the Exact match, Substring matches, Emails, Literal words, Regular expressions, etc.

-

"_£| = Views

'{I @ Results

- @ Data Sources
-2 Ignite.E01

-- E Extracted Content

.I:I. Listing

Keyword Hits
Table  Thumbnail

List Mame

“A Single Literal Keyword Search (0)

(SR =y ward Hits

i 4 Single Literal Keyword S
#- 4 Single Regular Expressic
i A, Email Addresses (1026)

“A, Single Regular Expression Search (0)
“X, Email Addresses (1028)




You can view the available email addresses.

WS
sults
Extracted Content
Keyward Hits
“A. single Literal Keyword Search (0)

‘4 Email Addresses (1026)

SN (15 [5zA-70-9%+ \]+{\. [a-z

Hashset Hits
E-Mail Messages

Interesting Items A, adsremoval @adsremoval.net (1)
Accounts “A, advance @windowsdient.com (1)
s A, af-za@dictionaries. addons.mozilla.org (1)
norts

earch (0

List Mame
A, addons@mozilla.org (1)
“A, admin@vietbacsecurity.com (1)
“4, admin@youtubeplayer.com (1)
“\, admin@youtubespeedup, com (1)
"\, adobe@flash,com (1)

"\, adservices @accessdata.com (2)

You can choose to export into a CSV format.

List Name

‘A, 05dda35e
°\ 1234567
A 12x3q@3
X 1@mozill
Q, 1hasicean
\ 1chtwef
Q, 1comman
“ 1comman
“{ 1content
Q, 1crashsel
Q, lcspservi
Q, 1formhist
Q, lgeneralﬁ
A lgeneralrl
. tidle-daily
A jjnsmlleri
X im-brows
Q, 1m-devtd

N UUBabedi M save

Save in: Export

5]

Save Table as CSV

] m,

X |

Documents

@

This PC

File name: emails

@

Net;uork

Files of type: | gy file

A, Im-ecording@mozila.org (1)

Sawve |

Cancel

s




Timeline

By using this feature, you can get information on the usage of the system in a statistical, detailed, or

list form.
Seolocation E Timeline ({ Discovery | [[, Generate Report ] Close Case ¥
M Timeline - Editor — O =
Timeline X =

Display Times In: (®) Local Time Zone (| GMT/UTC | 0 I — — .
45 History =% Forward
4 Zoom
et Years Days Minutes o

E
Event Type: Cste-gor-f Event E—.
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Step 2: Filter which images to show

File Size:

Data Source:

XLarge: 50-200MB

[[] Possibly User Created

Hash Set:

Interesting Item:

Object Detected:

u | Discovery
M Discovery >
Step 1: Choose result type
(:n Images _- Videos [j Documents Q Domains
~

Order Groups By: | Group Size

~

[C]Parent Folder: Mindows/ (;
fProgram File
Past Occurrences: Known (NSRL) o
Very Common (100+) u
Common (11 - 100) — .
Rare (2-10) (Al will be used) Indude
Unique (
v
i >
Step 3: Choose display settings
Group By: Parent Folder « | Order Within Groups By: |File Name v

This option allows finding media using different filters that are present on the disk image.



According to the selected options, you can get the desired results.

M Discovery - Editor

Discovery X
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Images/Videos

This option is to find images and videos through various options and multiple categories

M8 Ignite - Autopsy 4.17.0
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Add File Tag

Tagging can be used to create bookmarks, follow-up, mark as any notable item, etc.

Mame MD5 Hash Maodifie
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Now when you see the tags options, you will see that files were tagged according to various categories.

W Ignite - Autopsy 4.17.0
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Generate Report

Once the investigation is done, the examiner can generate the report in various formats according to
his preference.

G ry | I, Generate Report '{E

M Generate Report

Select and Configure Report Modules

Report Modules:

(@ HTML Repart & report about results and tagged items in HTML format.

() Excel Report

(_) Files - Text Header: |Report
Save Tagged Hashes

o Footer: | Details|

(") TSK Body File

(") Google Earth KML

() 5TIX

() CASE-UCO
(") Portable Case

< Back Mext = Finizh

Check the data source whose report needs to be generated.

M Generate Report *
p

Select which data source(s) to include

Ignite.E01

Unched: Al Ched: Al

< Back Mext Finish Cancel Help




Here we chose to create the report in HTML format.

Source Module Name Report Mame

& HTML Report

Created Time Report File Path
2020-11-28 15:42:58 15T CrilsersirajlDeskkop) IgnikeiReportsiIgnite HTML Rep

M. Report Generation Progress...

Complete

HTML Report : C:\Userslrai'Desktop\Ignite \ReportsiIgnite HTML Report 11-28-2020-15-42-58report. himl

Complete

Kudos! Your Autopsy Forensic Report is ready!

Report Navigation

[l Case Summary
% Keyword Hits (1026)
<> Metadata (6)
Recycle Bin (4)
- Tagged Files (4)
Tagged Images (4)
- Tagged Results (0)

Web Downloads (3)

Autopsy Forensic Report

Case: Ignite
Case Number: 001
Number of data 1

sources in case:

Examiner: vishva

Image Information:
Ignite.E01

Timezone:  America/Los_Angeles
Path: C:\Users\raj\Desktop\lgnite E01

Software Information:

Autopsy Version: 4170
Android Analyzer Module: 4170
Central Repository Module: 417.0
Data Source Integrity Module: 4170
Drone Analyzer Module: 417.0
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